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b b 03(63

RJ45 Pinout  :5is67: RJ45 Pinout  2::5675
T-568A LY

T-568B

1. White Green 5. White Blue 1. White Orange 5. White Blue
2. Green 6. Orange 2. Orange 6. Green

3. White Orange 7. White Brown 3. White Green 7. White Brown
4. Blue 8. Brown 4, Blue 8. Brown
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Transmit

+ <

L+
_Transmit

>+

Receive

T -

NIC MDI NIC MDI

Cross over cable

| —— |

77348871

4 1 LA

P G oBbLONBR

[ T————|

77305871
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o —
Transmit
+ -

Receive
= -

NIC MDI Switch/Hub MDI-X
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Cat 5 vs Cat 5e vs Cat 6 Cable
Cat 5 Cat Se Cat6
Frequency 100 MHz 100 MHz 250 MHz J
f;:;z:t:giestic 100 ohms (+/- 15%) 100 ohms (+/- 15%) 100 ohms (+/- 15%)
Max Cable Length 100 Metres 100 Metres 100 Metres
Data Performance 10 Mbs 100 Mbs 1 Gbs J
] Max Speed Data 10/100 Mpbs 1 Gbs 10 Gbs J
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VOIP

Power over Ethernet
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UTP & STP

o uTp =~ SIP
" | UNSHIELDED TWISTED PRIR CABLE | = SHIELDED TWISTED PRIR CABLE

e




RJ-45 Male

Plug
D‘? 87654321 123456786 12345678

| HHHHHHHH|
e i
—

- RJ-45
Female

Color Standard

EIA/TIA T568A Ethernet Patch Cable

RJ45 Pin# Pin# RJ45
s ~ Green\WWhite Tracer | 1 1 | GreenVhite Tracer
- I Green | 2 |j— 2 | Green
RX+ Orange/WWhite Tracer | 3 j—— 3 | OrangeAfVhite Tracer
| W | Blue |4 4 |Blue
BlueWhite Tracer | 5 |j——— 5 | Blue \WWhite Tracer
RX-[ 1] Orange | 6 jp— G | Orange
Brown/\White Tracer | 7 [——— 7 | Browni\white Tracer
(] Brown | 8 p—— 8 | Brown

Color Standard

EIATIA TS668A Ethernet Crossover Cable

_ ~ RJA45 Pin# Pin® RJ45 —
GreenAWhite Tracer | 1 1 [OrangeAhite Tracer
= Green | 2 2 |Orange 1
OrangeAVhite Tracer | 3 3 | Green\White Tracer
] Blue |4 4 | Brown/Ahite Tracer
BlueAfvhite Tracer | 5 5 | Brown 1
| — . _____Orange | 6 6 | Green | Pe—
Brown/AfVhite Tracer | 7 7 | Blue ([
[— Brown | 8 8 | Blue/white Tracer

“atis earlier
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Computer A

Computer B
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192.168.5.5 R1 10.0.0.5

192.168.5.0/24 10.0.0.0/8

Host A ——- | Host B
| want to communicate R1 routing table:
with 10.0.0.5! Fa0/0 - network 192.168.5.0/24

Fa0/1 - network 10.0.0.0/8
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Clsco

alialie rourers
cisco

iy

Cuco 2851 Cisco 3825

Cisco 2801

Cisco 7608 Cisco 7613
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enable

User >
Mode | <
disable or exit
A
ctrliz exit
or config term
ctrlfz

exit

interface
or
line
or
vlan,
etc.
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The 7 Layers of OSI

[ Application (Layer 7) ]
[ Presentation (Layer 6) ]

[ Session (Layer 5) ]

( Transport (Layer 4) ]

[ Network (Layer 3) ]

[ Data Link (Layer 2) ]

Physical (Layer 1)

- Physical Link sl .




OS| Mode|
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The OSI Model (Open Systems Interconnection)
0S| ¢ J

(

APPLICATION

Provides services/protocols to

OSl Model | [ TCP/IP Model )

applications FTP services

R

PRESENTATIO

S

L.

Data formatting, L.e. ANSI ANSI
Compression/Encryption Application

SESSION %

Conftrols conversations/Sessions

N\

(Dialog. Control)
Integrity and Reliablility
Descriptive naming

I

G

TRANSPORT

Fragmentation/Sequencing of data

Ports
Transparent
data services
Some Firewalls

Reliable delivery
Error recovery
Flow Control
Muliplexing(PORTS)

Y

Logical addressing

End to end delivery ; i Internetwork

N ETWO R K "ﬂcmﬂ::?;/r&:qwnclno Routers IP, ARP & ICMP
Routing
b <
r il 9
I W e of Network ASEE
DATA - Ll N K Acknowledgements switches
MAC acket/Frame hoohc;ev and frailer NIC Drivers
) Network
- R Interface o
mModla interface ot
nsmition thod ubs
PHYSICAL §g Sicl sheagh W Network cards

Topology
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[The OSI Model (Open Systems Interconnection) J

s

| ENCAPSULATION |

( OSlI Model ] [ TCP/IP Model |

APPLICATION w;:;.';:"/::“m 4 FTP services

B )

A

PRESENTATIO Compression/Enciypion ANS! Application

DATA
SEGMENT

©
PACKET or DATAGRAM

Conftrols conversations/Sessions
(Dialog. Control)
Integrity and Reliability
Descriptive naming

SESSION

A\

FRAME

Fragmentation/Sequencing of data
Reliable delivery
Error recovery

Ports
Transparent
data services
Some Firewalls

TRANSPORT

Flow Control
Muliplexing(PORTS)

BoARE

Bit or Data-Stream

End to end delivery Internetwork

Logical addressing
Fragmentation/Sequencing
for MTU
Routing

Routers IP, ARP & ICMP

NETWORK

o

@

Network Access

LLC Physical addressing
Emror detection (FCS/CRC)

MAC ket/Frame hor;gor and frailer

Bridges or
switches
NIC Drivers

g Network
) Interface n

Hubs
Network Cards

Topology

0,0 00

PHYSICAL é ke

w - M

L 00 0 IR T PR R -
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SMB
Server Message Block Protocol Version?2

SMB2

NetBIOS ]» Application Layer

Transmission Control Protocol

—_—

3 ekl ¥4y cle Sl 4S TCP IS5 5

3 Al 3 (1P 4) ¥ Ay el
lae alwsSource
Jala sl Destination

Internet Protocol Version EE—

Ethernet || ——— Al ) 8 e 3 date gl Mac s Data-link L Y 4 cile Sl

Frame—— 2,0 Sl A jo a5l asa g W (gl aS Al DUl g4 op 5 ol
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T N C - - R T IO R B \‘A:‘

Initiator Listener
connect( ) listen( )
SYN
TCB initialized to
SYN-ACK SYN-RECEIVED state
Success code
returned by
connect( ) ACK
TCB transitions to
ESTABLISHED state
(Data packets exchanged)
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Initiator

ESTABLISHED :
connection

active close :
FIN WAIT 1

FIN_WAIT_2

TIME_WAIT:

CLOSED |

4/%
4//\:“‘/

Receilver

. ESTABLISHED
: connection

FIN\»

CLOSE_WAIT
passive close

LAST_ACK

CLOSED
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"ARP

Resolution .
Protocol a . ARP cache is checked

ARP entry is added [E) D E) ARP request is sent

IP packet is sent B \ /
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Ubuntu 18.04
10.0.0.10 - 172.16.0.10

N
=] = =
Windows 10 Windows 7 Ubuntu 16.04
10.0.0.1 10.0.0.2 172.16.0.1
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